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Abstract: As one of the main candidates for future civil aviation communications systems, the
L-band digital aeronautical communication system (L-DACS) is expected to achieve secure and
reliable transmission. Due to the broadcasting nature of air–ground wireless links, the L-DACS
has the risk of being intercepted by malicious eavesdroppers, which negatively affects aviation
communication security. In addition, because the spectrum of the L-DACS overlaps with the aviation
distance measuring equipment (DME), the pulse interference caused by the DME signal may lead
to the wireless link being more fragile and susceptible to wiretapping. In this paper, with a focus
on enhancing wireless transmission security, we propose a comprehensive physical layer security
(PLS) method for the L-DACS. The key to the proposed PLS method is restraining the transmission
of the eavesdropper by injecting artificial noise into the transmitted signal while improving the
transmission of the legitimate receiver through the adoption of pulse interference mitigation. First, to
characterize the L-DACS in the secure scene, we derive the signal-to-interference-plus-noise ratio
(SINR) of the legitimate receiver and any potential eavesdropper by constructing equivalent noise.
Next, from the perspective of the information theory, we derive the closed form of the secrecy capacity
of the L-DACS by employing the proposed PLS methods with three kinds of nonlinear interference
mitigation: including ideal pulse blanking, peak threshold-based pulse blanking, and peak threshold-
based pulse clipping. Finally, we compare and analyze different ways to enhance the secrecy capacity
of the proposed PLS method using various interference mitigation methods.

Keywords: L-band digital aeronautical communication system; physical layer security; secrecy
capacity; pulse interference mitigation

1. Introduction

Global air traffic is expected to reach 22 million flights per year by 2025, while the
number of aircraft passengers is expected to approach 12 billion passengers per year by
2031 [1]. With the fast development of the civil aviation industry, the demand for secure civil
aviation communications systems is increasing. In 2008, the International Civil Aviation
Organization (ICAO) proposed several new generation aviation wireless communication
system standards, among which the L-band digital aeronautical communication system (L-
DACS) is considered one of the main candidates for future civil aviation communications
infrastructure in the terminal area and high-altitude airway airspace [2]. In particular,
mode 1 of L-DACS, i.e., L-DACS1, is the first-generation system for airport ground mobile
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communications, while mode 2 of L-DACS, i.e., L-DACS2, is the upgraded version for air
traffic control [3].

Due to the broadcasting nature of air-ground wireless links, L-DACS has a risk of
being intercepted by malicious eavesdroppers. The leakage of aviation management and
control information may affect aviation communication security and lead to serious security
incidents [4]. To ensure information security, cryptography-based security technologies such
as data encryption, data integrity, and key authentication protocols were implemented in the
upper layers of the L-DACS in [5] based on the existing protocol stack. In addition, through
the FACTS2 simulation platform, the impact of cryptography-based security technologies
on the information security was verified in [6] and the additional signaling overhead was
evaluated. The results of these studies show that although cryptography-based security
technologies can improve security performance, they come at the expense of a large amount
of bandwidth resources and throughput. Hence, cryptography-based security technologies
are not optimal solutions for L-DACS due to its scarce bandwidth resources and the high-
capacity requirements of aviation communications.

Considering the stress imposed by spectrum scarcity, the ICAO has deployed the
L-DACS system in the aeronautical radio navigation L-band, i.e., 960 MHz–1164 MHz.
However, this frequency band is already occupied by other systems, including aeronautical
navigation distance measuring equipment (DME). To measure the distance between an
aircraft and a ground navigation station, the DME transmitter sends a pulse signal to
the ground navigation station; upon receiving this signal, the ground navigation station
immediately transmits back a pulse signal of the same frequency. The distance between the
aircraft and the ground navigation station can then be estimated according to the round-trip
time difference of the pulse signal [7]. Because the spectrum used for L-DACS is embedded
in the inter-channel of DME, it is susceptible to high-power DME pulse interference. Due
to the large difference in the statistical characteristics of DME impulsive noise and additive
white Gaussian noise (AWGN), the performance of L-DACS is significantly degraded on
the impulsive noise channel, which may disable air–ground transmission links and affect
the stability of the L-DACS [8]. Furthermore, serious DME pulse interference may make
the wireless link more fragile, rendering it susceptible to wiretapping and threatening the
security of civil aviation communications.

As a supplement to upper-layer security, physical layer security (PLS) (known else-
where as information-theoretic security) can provide secure wireless transmission by ex-
ploiting the difference between legitimate channels and wiretap channels from the per-
spective of the information theory [9]. Without any extra delay due to encryption, PLS can
achieve a lightweight security guarantee for aviation communications systems. As such,
PLS-aided L-DACS has begun to attract attention due to the possibility of guaranteeing
the privacy of civil aviation management and control information. However, the related re-
search remains in the preliminary stages. In 2017, the wireless datalink security of L-DACS
was first discussed in [10], where the authors pointed out that existing upper-layer security
methods could not be directly applied to L-DACS because of its narrow frequency band
and susceptibility to pulse interference. To prevent illegal third parties from eavesdropping
and attacking, it is possible to increase the physical layer transmitting power of L-DACS;
however, this high power may cause interference with DME systems. The authors of [10]
proposed detecting the presence of illegal users through real-time monitoring of system
states such as the packet loss rate, signal-to-noise ratio (SNR), and other indicators, then
guaranteeing information security by switching the current transmission to duplicate links.
However, this approach consumes extra bandwidth resources. To improve the throughput
while simultaneously enhancing the security in an L-DACS-based aeronautical ad hoc
network, a novel PLS method based on channel quality indicator (CQI)-mapped spatially
modulated sparse code multiple access (SM-SCMA) was proposed in [11]. In this method, a
physical-layer secret key is generated by varying the SM-SCMA mapping patterns based on
the instantaneous CQI in the desired link. Because this secret key is not exchanged between
the source aeroplane and its destination, the ergodic secrecy rates can be significantly
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improved. However, the impact of high-power DME pulse interference on L-DACS was
not taken into account.

For wireless communication systems with pulse interference, e.g., the power line
communication (PLC) system, one way to enhance security is to encode the transmitted
information with the use of a secret key, as reported in [12–16]. To further quantitatively
analyze the PLS performance, a mathematical impulsive noise model is needed. The authors
characterized the time-domain impulsive noise model using three parameters, namely,
the pulse amplitude, pulse width, and inter-arrival time. Based on time-domain channel
impulse response (CIR) modeling, the ergodic achievable secrecy rate and secrecy outage
probability were numerically evaluated with the use of a dataset [17,18] obtained from
a measurement campaign involving an impulsive noise-added communications system.
Further, the effective secrecy throughput and wiretap code rates have been analyzed for
wireless communication systems with pulse interference under the presence of colluding
eavesdroppers in [19]. In [20], a novel CIR-based multilevel quantization was proposed
to improve PLS by reducing the error mismatch rate. The effect of the impulsive noise in
the time domain is equivalent to additive colored Gaussian noise in the frequency-domain.
Based on the colored Gaussian noise model, Ref. [21] analyzed the PLS of the power grid
network with impulsive noise and with temporal artificial noise injection when the CSI
of an eavesdropper is known to the legitimate user and when it is unknown. Further,
an artificial noise-aided PLS solution for multiple input–multiple output (MIMO) power
grid networks with a colored Gaussian noise model was proposed in [22] using in-band
full-duplex technology. Because pulse interference affecting wireless communication
systems such as PLC systems may include several types of impulsive noise, including
synchronous cyclic periodic impulsive noise, asynchronous cyclic periodic impulsive
noise, and aperiodic impulsive noise, the Middleton class-A noise model was proposed to
depict the impulsive noise comprehensively, an approach that has found broad accepted in
investigations of PLC systems [23,24]. As a special case of a Middleton class-A noise model,
the Bernoulli–Gaussian (BG) model focuses on characterizing the randomness of impulsive
noise. Based on the BG model, a chaos-based modulation scheme was proposed in [25]
to provide secure communications against an eavesdropper in impulsive noise-added
wireless communication scenarios. Further, based on BG-characterized impulsive noise, a
log-normal correlated channel model was developed [26] and the PLS performance was
analyzed for artificial noise-aided cooperative PLC networks.

Due to the non-negligible impact of DME pulse signals on the PLS performance of
L-DACS, impulsive noise should be considered when designing a PLS method for L-DACS.
In this paper, instead of the traditional channel capacity, we derive the secrecy capacity as a
metric to characterize PLS performance for L-DACS. The secrecy capacity is the maximum
transmission rate that can be achieved without leaking any information to an eavesdropper.
A comprehensive PLS method is proposed for L-DACS to restrain the transmission of the
eavesdropper by injecting artificial noise into the transmitted signal while improving the
transmission of the legitimate receiver by adopting pulse interference mitigation. Our
contributions are summarized as follows:

• We jointly consider a potential illegal eavesdropper at any position and high-powered
DME pulse interference of practical L-DACS. We propose a PLS method including
anisotropic, uniformly distributed artificial noise, and nonlinear interference mitigation.

• To analyze the PLS performance of the proposed method in different cases from the
perspective of information theory, we derive the closed-form expressions of the secrecy
capacity for practical artificial noise-aided L-DACS with three kinds of nonlinear pulse
interference mitigation methods: ideal pulse blanking, peak threshold-based pulse
blanking, and peak threshold-based pulse clipping.

• We compare and analyze the secrecy capacity for the proposed PLS method with
various interference mitigation methods. Our simulation results show that it is neces-
sary to consider eavesdropping alleviation and pulse interference mitigation jointly
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in the secure L-DACS scene. Our proposed method can significantly improve PLS
performance for L-DACS.

2. System Model

The system model of the secure L-DACS is illustrated in Figure 1; it includes a trans-
mitter, a legitimate receiver, and an eavesdropper. The three parties are usually referred to
as Alice, Bob, and Eve, respectively.

Alice (Transmitter)

Bob (Legitimate Receiver)

Eve (Eavesdropper )

Pulse Interference

Confidential Aviation Information 

Transmission Link

Ille
gal E

avesdropping Link

Figure 1. Secure scene of the L-DACS.

In this paper, the L-DACS transmitter has multiple antennas, the number of which
is Nt. The legitimate receiver (Bob) and the eavesdropper (Eve) deploy a single antenna.
The downlink received signals of Bob and Eve contain three parts (the transmitted signal,
AWGN and pulse interference), which are expressed as

yb = hT
b s + nb + Ib (1)

and
ye = hT

e s + ne + Ie, (2)

respectively, where s ∈ CNt×1 denotes the transmitted signal vector, hb ∈ CNt×1 and
he ∈ CNt×1 denote the channel gain vectors of Bob and Eve, respectively, nb ∼ CN(0, σ2

nb
)

and ne ∼ CN(0, σ2
ne) are the AWGNs of the channels of Bob and Eve, respectively (where

σ2
nb

and σ2
ne represent the variance of AWGNs), and Ib and Ie denote the impulsive noise

suffered by Bob and Eve, respectively. In this paper, Rician fading channels are considered
and the channel state information is assumed to be known to the L-DACS transmitter.
According to the BG impulsive noise model, we have Ib = βbgb and Ie = βege, where βb
and βe are modeled as Bernoulli random variables, while gb and ge denote the impulsive
noise. In detail, βb = 1 indicates the presence of impulsive noise in Bob’s channel, and
its corresponding probability is pb. In contrast, βb = 0 indicates that the impulsive noise
does not exist, for which the corresponding probability is (1− pb). Here, gb and ge follow
complex Gaussian distributions, i.e., gb ∼ CN(0, σ2

gb
) and ge ∼ CN(0, σ2

ge), respectively,
where σ2

gb
and σ2

ge represent the variance of the corresponding impulsive noise.

3. Secrecy Capacity of L-DACS with the Proposed Comprehensive PLS Method

In this section, jointly considering a potential illegal eavesdropper at any position and
high-powered DME pulse interference with the L-DACS, we propose the comprehensive
PLS method summarized in Table 1. More particularly, in order to prevent confidential
information from being acquired by the eavesdropper, we inject artificial noise into the
transmitted signal of the L-DACS. Simultaneously, we utilize three typical nonlinear in-



Electronics 2023, 12, 4591 5 of 16

terference mitigation methods to consider the impact of high-power pulse interference:
ideal pulse blanking, peak threshold-based pulse blanking, and peak threshold-based pulse
clipping. For each interference mitigation-aided PLS method, we derive the closed-form of
secrecy capacity for the L-DACS.

Table 1. Summary of the proposed comprehensive PLS method.

Step 1: Determine the system parameters of the L-DACS.
Step 2: At the transmitter, inject the artificial noise into the transmitted L-DACS signal.
Step 3: At the legitimate receiver, adopt different nonlinear interference mitigation methods (ideal
pulse blanking, peak threshold-based pulse blanking, and peak threshold-based pulse clipping).
Step 4: Calculate the secrecy capacity for L-DACS employing the proposed PLS methods.

3.1. Secrecy Capacity for Artificial Noise-Aided L-DACS without Interference Mitigation

To enhance secrecy performance, the artificial noise-based PLS method is introduced
into L-DACS to intentionally interfere with the received signal of the eavesdropper. Consid-
ering that the channel state information of the eavesdropping channel is always unavailable
to the transmitter, the artificial noise is designed anisotropically and uniformly distributed
in the nullspace of the legitimate channel. In other words, the transmitted signal is divided
into the useful signal and jamming signal, which is described as

s =
√

φPtwsu +
√
(1− φ)Pt

/
(Nt − 1)Tsa, (3)

where Pt is the transmit power and φ ∈ [0, 1] is the power separation factor. The useful sig-
nal is denoted by su, which follows a complex Gaussian distribution, i.e., su ∼ CN(0, σ2

su),

and we assume the power of su to be E
[
|su|2

]
= 1. In addition, w is the normalized precod-

ing vector of the useful signal, and has dimension Nt× 1. To enhance the useful signal, w is
determined in this paper using the maximum ratio transmission (MRT) principle. Therefore,
w is obtained by w = hb

/
‖hb‖2 while satisfying ‖w‖2 = 1. Moreover, the artificial noise

vector and the artificial noise beamforming vector are denoted by sa ∈ C(Nt−1)×1 and
T ∈ CNt×(Nt−1), respectively. To guarantee that the jamming signals are transmitted in
the nullspace of the channel of the legitimate user, we define T as a matrix with columns
T1, T2, · · ·TNt−1 that constitute a basis for the nullspace of hT

b and are normalized such
that ‖Tl‖2 = 1, ∀l ∈ {1, 2, . . . , Nt − 1}. Furthermore, in order to be fair to each potential
eavesdropping channel, the power of the artificial noise is divided equally among the
available Nt − 1 nullspace directions, which is shown as the second term of Equation (3).

According to the design of our jamming signals, we have hT
b T = 0. To show the

effect of the artificial noise on the received signals, we can substitute Equation (3) into
Equation (1) and obtain the received signals of Bob as follows:

yb =

{√
φPthT

b wsu + nb + gb, if βb = 1,√
φPthT

b wsu + nb, if βb = 0.
(4)

Similarly, by substituting Equation (3) into Equation (2), we can obtain the received
signals of Eve as follows:

ye =


√

φPthT
e wsu +

√
(1− φ)Pt

/
(Nt − 1)hT

e Tsa + ne + ge, if βb = 1,√
φPthT

e wsu +
√
(1− φ)Pt

/
(Nt − 1)hT

e Tsa + ne, if βb = 0.
(5)

Based on Equation (4), the signal-to-interference-plus-noise ratio (SINR) of Bob can be
expressed as

γb =
φPt(hT

b w)
T
(hT

b w)

pbσ2
gb
+ σ2

nb

. (6)
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Further, according to the Shannon’s theorem, the channel capacity of Bob can be
derived as

Cb = Blog2(1 +
φPt(hT

b w)
T
(hT

b w)

pbσ2
gb
+ σ2

nb

). (7)

Similarly, based on Equation (5), the SINR and channel capacity of Eve can be derived as

γe =
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

(8)

and

Ce = Blog2(1 +
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

), (9)

respectively.
According to the information theory, the secrecy capacity is defined as

Rsec = [Cb − Ce]
+. (10)

Therefore, the secrecy capacity of the artificial noise-aided L-DACS without interfer-
ence mitigation can be expressed as

Rsec =

[
Blog2(1 +

φPt(hT
b w)

T
(hT

b w)

pbσ2
gb
+ σ2

nb

)

−Blog2(1 +
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

)

]+
.

(11)

3.2. Secrecy Capacity for Artificial Noise-Aided L-DACS with Ideal Pulse Blanking

To alleviate the impact of high-power pulse interference, the ideal pulse blanking
method is developed for the legitimate user in L-DACS; in this subsection, the ideal pulse
blanking-aided PLS method is proposed and analyzed. We assume that the legitimate user
can precisely estimate the positions of the impulsive noise, then the impulsive noise is
blanked by multiplying the pulse blanking factor on the received signal. To eliminate the
received signal to zero at the position where the pulses exist while maintaining the same at
other positions, the pulse blanking factor of the ideal pulse blanking method is designed as

dIB =

{
0, if βb = 1,

1, if βb = 0.
(12)

Combining Equations (4) and (12), the received signal of Bob in the adopted L-DACS
ideal pulse blanking-aided PLS method can be obtained as follows:

yIB
b = ybdIB =

{
0, if βb = 1,√

φPthT
b wsu + nb, if βb = 0.

(13)

For the sake of analysis, we can try to transform the received signal after ideal pulse
blanking processing into a universal form by constructing an equivalent noise. The trans-
formed received signal is expressed as

yIB
b =

√
φPthT

b wsu + nIB
b , (14)
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where nIB
b denotes the equivalent noise of the ideal pulse blanking method, which is

described as follows:

nIB
b =

{
−
√

φPthT
b wsu, if βb = 1,

nb, if βb = 0.
(15)

Equation (15) indicates that at the position of the impulsive noise, i.e., βb = 1, the
receiver performs ideal pulse blanking, which results in the whole received signal being
blanked to zero. Therefore, in this case the equivalent noise satisfies nIB

b = −
√

φPthT
b wsu.

By contrast, for positions without impulsive noise, i.e., βb = 0, only AWGN exists in the
channel; hence, the equivalent noise satisfies nIB

b = nb.
According to Equation (14), the SINR and channel capacity of Bob in the adopted

L-DACS ideal pulse blanking-aided PLS method can be derived as

γIB
b = pb

φPt‖hb‖2
2

φPt
∥∥hb

∥∥2
2

+ (1− pb)
φPt
∥∥hb

∥∥2
2

σ2
nb

= pb + (1− pb)
φPt
∥∥hb

∥∥2
2

σ2
nb

,

(16)

and

CIB
b = Blog2

[
1 + pb + (1− pb)

φPt‖hb‖2
2

σ2
nb

]
. (17)

Because the illegal eavesdropper does not know the information of the impulsive noise,
we assume that the receiver at eavesdropper do not adopt any interference mitigation.
Therefore, the SINR and channel capacity of Eve in this subsection are the same as in
Equations (8) and (9) in Section 3.1.

Furthermore, by substituting Equations (17) and (9) into Equation (10), the secrecy
capacity of the adopted L-DACS ideal pulse blanking-aided PLS method is as follows:

RIB
sec =

{
Blog2

[
1 + pb + (1− pb)

φPt‖hb‖2
2

σ2
nb

]

−Blog2(1 +
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

)

}+

.

(18)

3.3. Secrecy Capacity for Artificial Noise-Aided L-DACS with Peak Threshold-Based
Pulse Blanking

Considering the estimation error of impulsive noise in the practical L-DACS, finding
the precise position of impulsive noise incurs a high cost. In this subsection, we develop
a peak threshold-based pulse blanking method to mitigate interference at the legitimate
receiver without using the ideal estimation assumption. Unlike ideal pulse blanking, we
design the pulse blanking factor for the peak threshold-based pulse blanking method
according to the amplitude of the received signal, which is easier to estimate than the
position of impulsive noise. By multiplying the pulse blanking factor on the received
signal, the received signal is blanked to zero if the amplitude of the received signal is larger
than the pulse blanking threshold; otherwise, the received signal remains the same. The
designed pulse blanking factor dPB can be expressed as

dPB =

{
0, if |yb| > Tth,

1, if |yb| < Tth,
(19)

where |yb| denotes the amplitude of the received signal and Tth denotes the peak threshold.
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Multiplying Equation (19) with Equation (4), the received signal of Bob in the adopted
L-DACS peak threshold-based pulse blanking-aided PLS method can be expressed as

yPB
b = ybdPB =

{
0, if |yb| > Tth,√

φPthT
b wsu + nb + Ib, if |yb| < Tth.

(20)

Using the same analytical method as in Section 3.1, we construct an equivalent noise
for peak threshold-based pulse blanking, and transform the received signal as follows:

yPB
b =

√
φPthT

b wsu + nPB
b , (21)

where nPB
b denotes the equivalent noise, which is described as follows:

nPB
b =


−
√

φPthT
b wsu, if βb = 1 and |yb| > Tth,

nb + gb, if βb = 1 and |yb| < Tth,

−
√

φPthT
b wsu, if βb = 0 and |yb| > Tth,

nb, if βb = 0 and |yb| < Tth.

(22)

As shown in Equation (22), there are four cases. First, when the pulse interference
exists and the received signal is larger than or equal to the peak threshold, the legitimate
receiver performs pulse blanking, which results in the whole received signal being blanked
to zero; hence, the equivalent noise satisfies nPB

b = −
√

φPthT
b wsu. Second, when the pulse

interference exists and the amplitude of the received signal does not reach the threshold,
according to the principle of peak threshold-based pulse blanking, the receiver does not
perform pulse blanking; therefore, we have nPB

b = nb + gb. Third, in the case that the
amplitude of the received signal is larger than or equal to the threshold even though
there is no pulse interference, the whole received signal is blanked to zero and we have
nPB

b = −
√

φPthT
b wsu. Finally, in the case that the pulse interference does not exist and

the received signal is less than the threshold, only AWGN exists in the channel, and the
equivalent noise degrades to nPB

b = nb.
To obtain the SINR and channel capacity of Bob in Equation (21), we need to derive the

probability and the corresponding conditional variance of the equivalent noise for each case
in Equation (22) by following the approach proposed in [27]. Then, the SINR of Bob in the
adopted L-DACS peak threshold-based pulse blanking-aided PLS method is expressed as

γPB
b = pbα

‖hb‖2
2(

2 + T2
th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(
σ2

nb + σ2
gb

)(
1−

(
σ2

nb
+σ2

gb

)
T2

th

2(σ2
A)

2
(α−1−1)

)

+(1− pb)β
‖hb‖2

2(
2 + T2

th

/(
σ2

B
)2
) + (1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1−

σ2
nb

T2
th

2(σ2
B)

2
(β−1−1)

) ,

(23)

where α = e−T2
th/2σ2

A , β = e−T2
th/2σ2

B , σ2
A = σ2

hb
+ σ2

nb
+ σ2

gb
, σ2

A = σ2
hb

+ σ2
nb

+ σ2
gb

, σ2
B = σ2

nb
+ σ2

gb
.

Then, according to Shannon’s theorem, the channel capacity of Bob in the adopted
L-DACS peak threshold-based pulse blanking-aided PLS method is derived as follows:

CPB
b = Blog2

1 + pbα
‖hb‖2

2(
2 + T2

th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(
σ2

nb + σ2
gb

)(
1−

(
σ2

nb
+σ2

gb

)
T2

th

2(σ2
A)

2
(α−1−1)

)

+(1− pb)β
‖hb‖2

2(
2 + T2

th

/(
σ2

B
)2
) +(1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1−

σ2
nb

T2
th

2(σ2
B)

2
(β−1−1)

)
.

(24)



Electronics 2023, 12, 4591 9 of 16

Considering that the illegal eavesdropper does not have sufficient knowledge about
the impulsive noise, we assume that the receiver at the eavesdropper does not adopt any
interference mitigation. Therefore, the SINR and channel capacity of Eve is the same as in
Equations (8) and (9) in Section 3.1.

Furthermore, by substituting Equations (24) and (9) into Equation (10), the secrecy
capacity in the adopted L-DACS peak threshold-based pulse blanking-aided PLS method
can be provided by

RPB
sec =

Blog2

1 + pbα
‖hb‖2

2(
2 + T2

th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(

σ2
nb

+ σ2
gb

)(
1− (σ2

nb
+σ2

gb)T2
th

2(σ2
A)

2
(α−1−1)

)

+(1− pb)β
‖hb‖2

2(
2 + T2

th

/(
σ2

B
)2
) +(1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1− σ2

nb
T2

th

2(σ2
B)

2
(β−1−1)

)


−Blog2(1 +
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

)

}+

.

(25)

3.4. Secrecy Capacity for Artificial Noise-Aided L-DACS with Peak Threshold-Based
Pulse Clipping

Considering that the capacity of the legitimate user may be reduced when the received
signal is totally blanked to zero, in this subsection we employ a peak threshold-based pulse
clipping method to mitigate the pulse interference. Similar to the peak threshold-based
pulse blanking method, we assume that the amplitude of the received signal is known by
the legitimate receiver and is set as the pulse clipping threshold. When the amplitude of the
received signal is larger than or equal to the threshold, instead of blanking, the amplitude
of the received signal is clipped to the threshold; otherwise, the original amplitude of the
signal is maintained. The received signal of Bob in the artificial noise-aided L-DACS after
peak threshold-based pulse clipping can be modeled as follows:

yPC
b =

{
Tthej arg(yb), if |yb| > Tth,

yb, if |yb| < Tth,
(26)

where arg(yb) denotes the phase angle of the received signal.
Using the same analytical method as in Section 3.1, we construct an equivalent noise

for peak threshold-based pulse clipping and transform the received signal into

yPC
b =

√
φPthT

b wsu + nPC
b , (27)

where nPC
b denotes the equivalent noise, which is described as follows:

nPC
b =


Tthej arg(yb) −

√
φPthT

b wsu, if βb = 1 and |yb| > Tth,

nb + gb, if βb = 1 and |yb| < Tth,

Tthej arg(yb) −
√

φPthT
b wsu, if βb = 0 and |yb| > Tth,

nb, if βb = 0 and |yb| < Tth.

(28)

Similar to the analysis of the peak threshold-based pulse blanking method, there are
four cases in Equation (28). First, if the amplitude of the received signal is larger than or
equal to the peak threshold at the position of the pulse interference, the legitimate receiver
performs pulse clipping, which results in the amplitude of the received signal being limited
to the threshold; hence, the equivalent noise satisfies nPC

b = Tthej arg(yb) −
√

φPthT
b wsu.

Second, if the amplitude of received signal does not reach the threshold at the position
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of pulse interference, the receiver does not perform pulse clipping, and then we have
nPC

b = nb + gb. Third, if the amplitude of received signal reaches the threshold without
any pulse interference being present, the received signal is limited to Tth and we have
nPC

b = Tthej arg(yb) −
√

φPthT
b wsu. Finally, in the case that the pulse interference does not

exist and the received signal is less than the threshold, only AWGN exists in the channel
and the equivalent noise degrades to nPC

b = nb.
According to the probability and the corresponding conditional variance of the equiva-

lent noise for each case derived in Section 3.3, the SINR and capacity of Bob in the L-DACS
adopted peak threshold-based pulse clipping aided PLS method are respectively expressed
as follows:

γPC
b = pbα

‖hb‖2
2(

T2
th + 2 + T2

th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(

σ2
nb

+ σ2
gb

)(
1− (σ2

nb
+σ2

gb)T2
th

2(σ2
A)

2
(α−1−1)

)
+(1− pb)β

‖hb‖2
2(

T2
th + 2 + T2

th

/(
σ2

B
)2
) + (1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1− σ2

nb
T2

th

2(σ2
B)

2
(β−1−1)

) ,

(29)

and

CPC
b = Blog2

1 + pbα
‖hb‖2

2(
T2

th + 2 + T2
th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(

σ2
nb

+ σ2
gb

)(
1− (σ2

nb
+σ2

gb)T2
th

2(σ2
A)

2
(α−1−1)

)

+(1− pb)β
‖hb‖2

2(
T2

th + 2 + T2
th

/(
σ2

B
)2
) +(1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1− σ2

nb
T2

th

2(σ2
B)

2
(β−1−1)

)
.

(30)

Because the received signal is not pulse-clipped, the SINR and channel capacity of Eve
are the same as in Equations (8) and (9) in Section 3.1.

Furthermore, by substituting Equations (30) and (9) into Equation (10), the secrecy
capacity in the adopted L-DACS peak threshold-based pulse clipping-aided PLS method
can be provided by

RPC
sec =

Blog2

1 + pbα
‖hb‖2

2(
T2

th + 2 + T2
th

/(
σ2

A
)2
) + pb(1− α)

φPt‖hb‖2
2

2
(

σ2
nb

+ σ2
gb

)(
1− (σ2

nb
+σ2

gb)T2
th

2(σ2
A)

2
(α−1−1)

)

+(1− pb)β
‖hb‖2

2(
T2

th + 2 + T2
th

/(
σ2

B
)2
) +(1− pb)(1− β)

φPt‖hb‖2
2

2σ2
nb

(
1− σ2

nb
T2

th

2(σ2
B)

2
(β−1−1)

)


−Blog2(1 +
φPt(hT

e w)
T
(hT

e w)[
(1− φ)Pt

/
(Nt − 1)

]
(hT

e T)T
(hT

e T) + peσ2
ge + σ2

ne

)

}+

.

(31)

4. Simulation Results

In this section, based on the theoretical results, we present the results of our simulations
evaluating the performance of the proposed comprehensive PLS method with various
interference mitigation methods. The main parameters are summarized in Table 2.

First, to show the effects of pulse interference mitigation on L-DACS, we simulate the
time domain signals of the system with the peak threshold-based pulse blanking method and
peak threshold-based pulse clipping method, as shown in Figures 2 and 3, respectively. The
original time domain signals were obtained using the official L-DACS simulation platform [28].
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As shown in Figures 2 and 3, the original received L-DACS signal suffers pulse interference
from DME, which appears as pulse pairs. With the peak threshold set as Tth = 3, both the peak
threshold-based pulse blanking method and the peak threshold-based pulse clipping method
have significant effects on interference mitigation.

Further, to evaluate the secrecy performance of the L-DACS with the proposed compre-
hensive PLS method, we simulated the secrecy capacity of the system in the Rician fading
channel with three kinds of interference mitigation methods, as shown in Figures 4–8. In
each figure, there are five different curves to indicate the five cases. As a benchmark, the
green curve with triangle markers indicates the secrecy capacity without any PLS method or
any interference mitigation method [27]. To compare the jamming-like PLS method [22], the
red curve with hexagram markers indicates the secrecy capacity of the artificial noise-aided
L-DACS without interference mitigation, which is calculated according to Equation (11). The
pink curve with asterisk markers indicates the secrecy capacity of the ideal pulse blanking-
aided PLS method, which is calculated according to Equation (18). The blue curve with circle
markers indicates the secrecy capacity of the peak threshold-based pulse blanking-aided
PLS method, which is calculated according to Equation (25). The black curve with rhombus
markers indicates the secrecy capacity of the peak threshold-based pulse clipping-aided PLS
method, which is calculated according to Equation (31).

Table 2. Simulation parameters.

Name of Parameter Value of Parameter

The number of transmitted antennas, Nt 4
Variance of AWGN of Bob, σ2

nb
1

Variance of AWGN of Eve, σ2
ne

1
Rician factor of Bob 10
Rician factor of Eve 10

Threshold of interference mitigation, Tth 3
Occurring probability of pulse interference of Bob, pb 2× 10−2

Occurring probability of pulse interference of Eve, pe 2× 10−2

Artificial noise power distribution factor, φ 0.5
signal-to-noise ratio, SNR 15 dB

signal-to-interference ratio, SIR −15 dB

Time (s)

T
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itu

de
 o

f t
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 r
ec

ei
ve

d 
si
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al

Without pulse mitigation

Peak-threshold-based pulse blanking

Figure 2. Time domain signal of L-DACS with peak threshold-based pulse blanking method.

Figure 4 shows the secrecy capacity for various SNRs. To depict the impulsive noise,
the SIR in L-DACS was set as −15 dB. We assumed the probability of pulse interference
occurring to be the same for the channel of the legitimate user and the channel of the
eavesdropper, which we set as pb = pe = 2× 10−2. When injecting artificial noise into the
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transmitted signal, the power distribution factor was φ = 0.5, meaning that half of power is
used for useful information transmission and half is used for jamming to achieve security.
The threshold values used for the peak threshold-based pulse blanking method and peak
threshold-based pulse clipping method were taken to be Tth = 3. As a benchmark, we
first simulated the secrecy capacity of the L-DACS without artificial noise and without
any interference mitigation method. As shown in Figure 4, the secrecy capacity is low for
all SNRs, which means that confidential aviation information has a high risk of leakage.
After injecting artificial noise into the transmitted signal, the secrecy capacity increases
slightly with the increase in SNR, as shown in the right subfigure in Figure 4. To further
increase the secrecy capacity by improving the transmission power of the legitimate user,
the ideal pulse blanking, peak threshold-based pulse blanking, and peak threshold-based
pulse clipping methods were adopted in our simulations. It can be seen that the secrecy
capacity increases almost monotonically as the quality of the channel improves. More
specifically, with perfect knowledge of the positions of the pulse interference, the ideal
pulse blanking method performs best in terms of enhancing the secrecy capacity. For a unit
bandwidth, i.e., 1 Hz, the peak threshold-based pulse clipping method performs slightly
better than the peak threshold-based pulse blanking method, as the received signal is not
totally blanked to zero and information remains for use in the clipping method, as shown
in the left subfigure in Figure 4. With a large bandwidth, the advantages of clipping become
more obvious.
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Without pulse mitigation
 Peak-threshold-based pulse clipping

Figure 3. Time domain signal of L-DACS with peak threshold-based pulse clipping method.
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Figure 4. The secrecy capacity obtained by different interference mitigation methods for various SNRs.
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Figure 5 shows the effect of the threshold Tth on the secrecy capacity. For the case with
no pulse interference mitigation and ideal pulse blanking, a change in the threshold has
no effect on the secrecy capacity, which is in line with the theoretical analysis in Section 3.
In the case where the legitimate receiver adopts peak threshold-based pulse blanking and
peak threshold-based pulse clipping, the secrecy capacity is a convex function about the
threshold. In detail, as the threshold increases, the secrecy capacity first increases and then
decreases, with the secrecy capacity reaching the maximum when the threshold is optimal.
In this case, the optimal threshold is 3, which we used in the simulations shown in the
subsequent Figures 6–8. in this paper.
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with pulse-threshold-based pulse clipping

2 3 4

4

Figure 5. The secrecy capacity obtained withby different interference mitigation methods for various
threshold values.

In exploring the effect of different pulse interference levels on the secrecy capacity,
we obtained Figures 6 and 7, which respectively present the secrecy capacity for various
intensities and various probabilities of pulse interference. In addition, the probability of
pulse interference in Figure 6 is pb = pe = 2× 10−2 and the SIR in Figure 7 is −15 dB.

SIR(dB)
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ity

 (
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/H
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without artificial noise and interference mitigation
without interference mitigation
with ideal pulse blanking
with pulse-threshold-based pulse blanking
with pulse-threshold-based pulse clipping

Figure 6. The secrecy capacity obtained with different interference mitigation methods for vari-
ous SIRs.

As shown in Figures 6 and 7, if no interference mitigation method is used in the
artificial noise-aided L-DACS, then the secrecy capacity increases when the SIR increases
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or when the probability decreases. The reason for this is that for a fixed transmitting
power, the pulse interference level decreases either when the SIR increases or when the
probability decreases, which provides a relatively good transmission environment. Because
the legitimate user is unaffected by the artificial noise, the improvement in the transmission
environment has a more obvious effect on Bob’s transmission than on Eve’s, which helps to
enhance the secrecy capacity.

The occurring probability of pulse interference

S
ec

re
cy

 C
ap

ac
ity

 (
bi

t/s
/H

z)

without artificial noise and interference mitigation
without interference mitigation
with ideal pulse blanking
with pulse-threshold-based pulse blanking
with pulse-threshold-based pulse clipping

0.01
3.65

3.7

3.75

Figure 7. The secrecy capacity obtained with different interference mitigation methods for various
probabilities of pulse interference.

Further, when interference mitigation methods are adopted by the legitimate user, the
secrecy capacity decreases as the pulse interference level decreases. The reason behind this
is that the effect of adopting pulse interference mitigation methods is more obvious when
the legitimate receiver suffers serious pulse interference, which corresponds to a smaller
SIR and a larger probability of pulse interference. Because the capacity of the legitimate
user is improved by interference mitigation while the capacity of the eavesdropper remains
the same, an obvious pulse mitigation effect results in a large improvement in the secrecy
capacity. In Figures 6 and 7, we find an interesting result in that when the pulse interference
level is low enough, the secrecy capacity obtained by peak threshold-based pulse mitigation
is smaller than the secrecy capacity without any pulse interference mitigation method. This
result is reasonable because in this case the pulse interference is weak and the amplitude
of the pulse interference is even smaller than the amplitude of the received signal. When
adopting peak threshold-based pulse mitigation, the useful signal of Bob may be blanked
or clipped, which has a negative effect on the secrecy capacity. However, this negative effect
does not occur in the case where ideal pulse blanking is used, as the receiver with ideal
pulse blanking can mitigate the pulse interference precisely without threshold judgment.

Figure 8 demonstrates the secrecy capacity for various artificial noise power distribu-
tion factors. As expected, the secrecy capacity is significantly improved by jointly adopting
artificial noise and pulse interference mitigation methods. Furthermore, the secrecy capac-
ity obtained by using the ideal pulse blanking method is superior to the secrecy capacity
using peak threshold-based mitigation methods. As shown in Figure 8, the secrecy capacity
is a convex function of the artificial noise power distribution factor φ. In other words, the
secrecy capacity first increases and then decreases with an increasing proportion of the
jamming power with respect to the total transmitted power. The reason for this is that if the
jamming signal is too small, it cannot provide a sufficient guarantee against eavesdropping
for the legitimate user, which reduces the secrecy capacity. In contrast, if the jamming signal
is too large, it wastes of power resources, which likewise harms the secrecy capacity. The
secrecy capacity reaches its maximum when the artificial noise power distribution factor φ
is optimal, which is about 0.7. Figure 8 shows that the optimal power distribution factor is
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different when interference mitigation is considered. Hence, it is necessary to analyze the
secrecy performance for the L-DACS with artificial noise and pulse interference mitigation
jointly taken into consideration.
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Figure 8. The secrecy capacity obtained by different interference mitigation methods for various
artificial noise power distribution factors.

5. Conclusions

In this paper, while jointly considering the impact of potential illegal eavesdropping
and high-powered pulse interference caused by DME, we propose a comprehensive PLS
method for L-DACS by injecting artificial noise into the transmitted signal and adopting
nonlinear interference mitigation. Based on the information theory, we derive the closed-
form expressions of the secrecy capacity in four cases: artificial noise-aided L-DACS
without interference mitigation, with ideal pulse blanking, with peak threshold-based pulse
blanking, and woth peak threshold-based pulse clipping. In simulations, we compared the
secrecy capacity in these four cases with various SNRs, threshold values, SIRs, probabilities
of pulse interference, and artificial noise power distribution factors. Our simulation results
verify that the proposed comprehensive PLS method can effectively improve the security
performance of L-DACS, which provides theoretical support and technical reference for
future practical aviation communications systems.
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